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Customer Challenge SmartData Fabric® (SDF) Solution

Discover, profile, develop and test data transforms, 

build and maintain indexes on multiple data 

sources, configure indexed and non-

indexed/conventional adapters and federate across 

them

Obtain from AD/LDAP user credentials, security-

level, RBAC and ABAC/RLS, and apply on and 

across data sources - cross/multi-domain options 

and SSO available

Apply security rules to application access to 

multiple data sources with results dependent on 

user security-level
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Multi-level security

Securely access and integrate multiple data 

sources, each either (a) containing data with 

different security classification-levels or (b) 100% 

classified as one security-level

Apply access security to data sources and data 

within, based on user security-level, role and 

compartmentation to rows and columns within data 

sources and/or entire data sources 

Integrate the security rules with third-party 

applications enabling security to be applied 

regardless of an application’s or data source’s 

support for these
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Multi-level security

• Single and multidomain AD/LDAP-based IAM, SSO, RBAC, ABAC/RLS and CLS

• Can use a combination of roles (RBAC), user-level (ABAC/RLS) and CLS to only 

query on permissible classifications, sub-classifications and compartmented 

categories

• If a single data source is security-level-specific and as adapters and indexes are 

data source-specific, they can also be security-level-specific

• If a single data source has multiple security-level classifications, can either:

(a) Rely on the different classifications in one set of indexes, or

(b) Have separate adapters and sets of indexes for each classification
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Multi-level security demo configuration
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EIQ Federation Server

Tableau reporting/BI tool

SDV

SDV = Standard Data View

from Standard Data Model
ODBC

FBI

Content

Index

EIQ SuperAdapter

SDV

INS

Content

Index

EIQ SuperAdapter

SDV

POLICE

Content

Index

EIQ SuperAdapter

SDV

• IAM/Users

• Security-level

• RBAC

• ABAC/RLS

• SSO

• Single and Multi-

domain (in dev)

User access controlled based on: 

• Security-level

• RBAC

• ABAC/RLS

Combination of roles 

(RBAC) and user-level 

(ABAC/RLS) to only 

query on permissible 

classifications, sub-

classifications and 

compartments

Column-level 

security (CLS)/

confidentiality 

also imposed

Adapters and indexes are data 

source-specific and can be security-

level-specific for all or part of data

Active Directory
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Multi-level security demo preparation

• Classified each data attribute/column and row (table on right)

• Four users created – one for each security-level (table 

below)

• Created SDF roles for each security-level

• Defined security policy on each VDS to restrict the roles 

based on security-level
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User Security-level

John Unclassified Unclassified

John Confidential Confidential

John Secret Secret

John Top Secret Top Secret

Attribute Classification

Record ID Unclassified

State Unclassified

Classification Unclassified

Clearance-level Unclassified

Date of Incidence Confidential

Family Name Secret

First Name Secret

DOB Top Secret
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Levels of data representations and processes
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T1: PERSON

PER_ID

PERSON:

: PER_LNAME

: PER_FNAME

T3: ADDRESS

ADD_ID

PROPERTY_NO

ADDRESS:

: ADD_1

: ADD_2

: ADD_CITY

: ADD_STATE

: ADD_ZIP

T2: PERADD

PER_ID

ADD_ID

DATA SOURCE SCHEMA

STANDARD DATA MODEL

Could be industry standard, e.g.,

ACORD, HL7 or NIEM

PERSON

PER_ID

Last Name

First Name

Sex

DOB

SSN

Height

Weight

Eye Color

LICENSE

LIC_ID

License No.

Class

Date Issued

Data Expires

Restrictions

ADDRESS

ADD_ID

Property No.

St. No.

St. Name

St. Type

Apt./PO/Ste. No.

City

State

ZIP

VEHICLE

VEH_ID

VIN

Year

Manufacturer

Model

Color

VEH-REG-ADD

VEH_ID

ADD_ID

PER-REG-ADD

PER_ID

ADD_ID

PER-OWNS-VEH

PER_ID

ADD_ID

PER-OWNS-ADD

PER_ID

ADD_ID

PER-LIC

PER_ID

LIC_ID

PER-LIC-ADD

PER_ID

ADD_ID

T1: PERSON

PER_ID

PERSON:

: PER_LNAME

: PER_FNAME

T3: ADDRESS

ADD_ID

PROPERTY_NO

ADDRESS:

: ADD_1

: ADD_2

: ADD_CITY

: ADD_STATE

: ADD_ZIP

T2: PERADD

PER_ID

ADD_ID

OPTIONAL DATA LAKE SCHEMA

Optional copy

or conversion to

another format, e.g.,

document

P
R

O
C

E
S

S

Larry

Curly

Moe

Recno

WURN005

WURN245

WURN912

Recno

WURN193

Recno

WURN087

WURN332

T1:PERSON.PER_FNAME

INDEXES

Typically, do not store data,

but, optionally, can

Recno

WURN005

WURN245

WURN005

WURN087

RECORD NO.

Recno

WURN245

WURN912

WURN332

WURN245

WURN912

Recno

WURN332

Recno

WURN005

WURN912

Recno

WURN087

L1

L2 L3 L4 L6

LINK INDEX

Index schemas are usually the same as 

or very similar to data source schemas

Recno

1

2

3

…

Last Name

Smith

Jones

Parker

…

First Name

Curly

Larry

Moe

…

No. Properties Owned

7

1

3

…

INDEXED VIEW

e.g., materialized aggregation

Can be virtual and hierarchical
GRAPH DB

ALL VIRTUAL LOGICAL 

DATA VIEWS

STANDARD DATA VIEW

IM
P

O
R

T

L7

ADDITIONAL BUSINESS OBJECT(S)

ADDITIONAL BUSINESS OBJECT(S)

Q
U

E
R

Y

PERSON WHO OWNS PROPERTY

Last Name

First Name

Property No.

St. No.

St. Name

St. Type

Apt./PO/Ste. No.

City

State

ZIP

DATA MART(S)

L5

Source: #WhamTech Link Indexes and Ontologies
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Multi-level security demo scenario

Hierarchical access to data based on security-level, role/group membership:

• Demo report contains multiple worksheets – one for each security-level

• Row-level and column-level security imposed

• When reports are invoked by various users:

‒ Users with the highest security-level see data in all worksheets

‒ Users with lower security-level only see data in worksheets equal to, or lower than, the user 

security-level

‒ In addition to classification, users only see data for which they have access privileges, e.g., 

TS/SCI classification
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Multi-Level Security Demo

Screenshots

Revision 1.6 Copyright 2019 WhamTech, Inc. 8



SmartData Fabric® security-centric distributed virtual data, master data and graph data management, and analytics

Standard Data View mapping - POLICE
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Standard Data View mapping - FBI
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All records classification
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Multi-level security DEMO RESULTS (1 OF 5)
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John Top Secret
• Can view all reports

• Can view all records 

• Can view all attributes

• Can view all rows in all the reports
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Multi-level security DEMO RESULTS (2 OF 5)
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John Secret
• Can view all records except Top Secret

• Can view all attributes except DOB (Top Secret)

• Fails if user attempts to execute the Top Secret report



SmartData Fabric® security-centric distributed virtual data, master data and graph data management, and analytics

Multi-level security DEMO RESULTS (3 OF 5)
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John Confidential
• User is restricted to confidential and unclassified records only 

(row-level )

• User can only view reports with the appropriate privileges

• Reports fail if user attempts to execute more privileged reports
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Multi-level security DEMO RESULTS (4 OF 5)
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John Unclassified
• User is restricted to unclassified records only (row-level)

• User can only view reports with the appropriate privileges

• Reports fail if user attempts to execute more privileged reports
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Multi-level security DEMO RESULTS SUMMARY (5 OF 5)

Revision 1.6 Copyright 2019 WhamTech, Inc. 16



SmartData Fabric® security-centric distributed virtual data, master data and graph data management, and analytics

The End
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