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WhamTech approach to data discovery, governance and lineage

• There are great INFORMATIONAL data catalog, data governance and/or data lineage tools 

available, e.g., Alation and Collibra, and if a customer is JUST seeking such a tool, we would 

recommend they consider these, however:

- Such INFORMATIONAL tools need to be integrated with other APPLICABLE data-related tools such as 

access control, applied data governance, data transformation/ETL, data security, master data management, 

data integration, query execution, graph database, etc. - can take time and cost, and ultimately, not be 

seamless, performant or scalable

- WhamTech SmartData Fabric® can complement and leverage such INFORMATIONAL tools, and APPLY 

their INFORMATION to rigorous and full data management

• However, if a customer is seeking a tool that provides both INFORMATION and APPLICATION, 

then SmartData Fabric® can provide both to the full range of data management from discovery to 

delivery, to insight

- ACTIVE data catalog, ACTIVE data governance (combined with ACTIVE access control) and ACTIVE data lineage in 

addition to the rest of the data management process
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Customer Challenges

• Incomplete understanding of all data sources and data in the enterprise

• Concerns for locations and associated risk of personal data for PCI, data theft risk, CCPA/CCPR, 

GDPR, etc.

• Need a means to secure personal data, but still allow it to be used for operations

• Make metadata and data governance information available through a data catalog

• Use the data catalog to impose data governance and rigorous enterprise-wide access control with 

cross-domain AD/LDAP, self-serve apps and execute SQL queries

• Track and audit data from discovery to delivery to apps

• Apply data management and master data management to create an enterprise virtual data 

warehouse

• Analyze and report on data usage, and tie-in with User Behavior Analytics (UBA)

• All the above in near real-time – little to no latency
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SmartData Fabric® (SDF) Solution

• Run ASDAC* to automatically discover devices and data sources in the network

• Build raw indexes on data sources with appropriate credentials – do not store data or pointers

• Use data profiles generated from raw indexes to automatically obtain metadata, semantically 

identify and classify data, and manually, for now, develop and test data transforms

• Map indexes to a virtual standard (industry) data model – multiple virtual views available

• Handover to next stage, near real-time production indexing and federated adapter configuration

• Using data transforms, build cleansed and standardized production indexes with unique record 

numbers (URNs) and indexed views, and make available through federated adapters and standard 

virtual views to standard apps

• Use multiple adapters and indexes to build SDF and execute SQL with rigorous data governance 

and cross-domain access control through standard drivers and APIs, including RBAC-based 

dynamic data masking, tokenization and/or encryption

• Provide results to standard apps with data lineage and any other metadata

• Combine SDF activity logs with server logs for complete reporting of data and app use, and user 

behavior - can also restrict what days and times a role or user can submit queries

• Interact with a User Behavior Analytics (UBA) app to monitor, analyze and limited user access
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SmartData Fabric® for data virtualization, federation and integration 
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Automated Data

Discovery and

Classification (ADDC)

thus far

Initial EIQ Adapter configuration, index build and data view mapping 
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EIQ Adapter index update, query and results retrieval
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Example of metadata and data traceability in a graph view 

of financial services data
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BPM workflow on top of REST APIs
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Screenshots of ASDAC in action

Revision 1.3 Copyright 2021 WhamTech, Inc. 10



SmartData Fabric® security-centric distributed data virtualization, master data management and virtual graph database

Launch the ASDAC app in a Web browser
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BPM workflow on top of REST APIs
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Providing domain admin user credentials
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Selecting discovered data sources to analyze

Revision 1.3 Copyright 2021 WhamTech, Inc. 14



SmartData Fabric® security-centric distributed data virtualization, master data management and virtual graph database

Providing data source credentials to build raw indexes and 

configure an adapter
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Data discovery and automated data identification results with 

Standard Data View mappings and sensitive data information
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Data analysis and profile used for identification and, eventually, 

data transforms
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Display the value distribution for the selected column (1 of 2)

Revision 1.3 Copyright 2021 WhamTech, Inc. 18



SmartData Fabric® security-centric distributed data virtualization, master data management and virtual graph database

Display the value distribution for the selected column (2 of 2)
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Display the most and least frequent values for the selected column
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Display the numerical analysis/metadata for the selected column
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Automated mappings for review and confirmation by user 

-
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Alert the user for mappings that are not very likely or have conflicts
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Green flag for very likely matches and no conflicts
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Data mapping results summary
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The End
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